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Corelight Subprocessors 

Corelight, Inc. (“Corelight”) engages the third-party entities listed below (each, a “Subprocessor”) to provide Products and 
Services offerings to its customers. Capitalized terms, such as “Personal Data”, “Products”, or “Support Services” have the 
same meaning as in Corelight’s Customer Agreement or Corelight’s Data Processing Addendum, as the case may be. 

The list below contains Subprocessors for each of Corelight’s generally available Products and Support Services. The 
applicability of each Subprocessor listed below depends on one or more of the following: data center region, the offering 
purchased, and the product-specific features that a customer enables and/or opts to use. For each Subprocessor below, 
processing of Personal Data will be for the duration of use of the applicable offering(s) by the customer, and for the 
retention periods as set out in the Agreement with Corelight and any Documentation. Further information about each 
Subprocessor’s security measures can be found via the external links below. 

SUBPROCESSOR NATURE AND PURPOSE OF PROCESSING PROCESSING 
LOCATION 

SECURITY MEASURES 

Hosting and Infrastructure Service Providers 

Amazon Web 
Services, Inc. 

Cloud hosting provider for Corelight Investigator Customers may 
select an AWS 
region from the 
options below: 

• Germany 
• UAE 
• United States 

AWS Cloud Security 

Amazon Web 
Services, Inc. 

Hosting and storage provider for CCS Data* 

*Only processed by Corelight if Corelight Sensor’s 
Corelight Cloud Services (CCS) features enabled at 
customer’s election 

United States AWS Cloud Security 

AI and Analytics Service Providers 

OpenAI, L.L.C. Generative AI services provider for Corelight 
Investigator’s intelligence product features 

United States Security & privacy 

Pendo.io, Inc. Provider of in-platform usage analytics for 
Corelight Investigator 

United States Trust Center 

Support Services Providers 

salesforce, inc. Customer account administration platform service 
provider 

United States Trust|Security 

Zendesk, Inc. Customer support platform service provider United States Trust Center 

 

  

https://www.corelight.com/legal/agreements
https://www.corelight.com/legal/agreements
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://openai.com/security-and-privacy/
https://trust.pendo.io/
https://security.salesforce.com/
https://www.zendesk.com/trust-center/
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Corelight Affiliates 

The following entities are subsidiaries of Corelight, Inc. Accordingly, they may function as Subprocessors to provide 
technical and operational support for Corelight offerings. 

ENTITY NAME ENTITY COUNTRY PURPOSE 

Corelight Federal, LLC United States Provision of technical and operational 
support for Corelight offerings. 

Corelight GmbH Germany 

Corelight UK, Ltd. United Kingdom 

 


