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Expand visibility and analytics
with Open NDR and CrowdStrike
Falcon® LogScale

Since most cyberattacks rely on network connectivity, network data has
become the source of truth. Yet standard logs like Netflow and Domain Name
System (DNS) provide too little detail. On the other hand, full packet capture
(PCAP) provides complete data, but storing more than a few days of data is too
expensive given storage costs.

Corelight and CrowdStrike now provide a more efficient and cost-effective

full network visibility solution that transforms network and cloud activity into
comprehensive and detailed evidence and analytics without the high cost of full
packet capture.

With Corelight's network evidence and extracted files integrated directly into the
LogScale platform, incident responders and threat hunters can easily search and
visualize live and historical data within the same LogScale dashboards for their
on-prem and cloud environments. Corelight's pre-built dashboards in LogScale
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INTEGRATED DATA AND DASHBOARDS SIMPLIFY AND ACCELERATE INVESTIGATIONS
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With Corelight data in CrowdStrike LogScale, users can visualize the relationship between source IP and URI for HTTP

connections with errors.


https://www.crowdstrike.com
https://www.corelight.com
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track leading indicators of security risk, such as expired SSL certificates and DNS queries to non-existent domains, which can
be used as a launch point for investigations.

COMPREHENSIVE NETWORK SECURITY MONITORING WITH FAST AND FLEXIBLE LOG MANAGEMENT

Corelight's Open NDR Platform transforms raw network traffic into comprehensive, protocol-rich evidence to help
security analysts optimize threat investigations and detections. Additionally, its innovative Smart PCAP capability
extends packet-based forensic windows to weeks and even months in the past by capturing only the packets needed for
investigations and integrating packet retrieval links directly into alert and log workflows for faster analysis.

Tight integration with CrowdStrike Falcon LogScale offers additional efficiencies by taking advantage of LogScale’s 15x to 80x
data compression capabilities. Combining LogScale and Corelight gives SOC analysts the unique ability to trace the origins of
attacks and perform retrospective threat hunting from a single pane of glass. And LogScale’s index-free design enables full-
text searches through all data with lightning speed.

The combination of detailed network evidence and hyper-efficient log management and analysis gives SOC teams an
exceptional network security solution with superior visibility into historical traffic at a fraction of the cost of traditional
packet capture alternatives.

CORELIGHT OPEN NDR AND FALCON LOGSCALE
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SOLUTION BENEFITS
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COMPLETE VISIBILITY

As an inaugural member of CrowdStrike’'s XDR Alliance program, Corelight enables
CrowdStrike customers to accelerate threat detection and response with detailed
network traffic evidence, including telemetry on unmanaged devices and those
unable to support endpoint agents.

NEXT-LEVEL ANALYTICS

Corelight's high-fidelity network evidence supercharges threat detection and
response for Falcon LogScale. Corelight Collections further amplify detections with
insight into encrypted traffic, command and control activities, and more.

FASTER INVESTIGATION

By correlating alerts, logs, and packet data, Corelight's contextual network evidence
integrates directly into CrowdStrike dashboards and workflows to simplify and
accelerate investigations.

EXPERT HUNTING

Combining Corelight's rich network telemetry with Falcon LogScale accelerates and
simplifies alert investigation so any level of analyst can become an expert hunter.
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To learn more about the Falcon LogScale integration, request a demo at https://corelight.com/contact

CrowdsStrike, a global cybersecurity leader, has redefined modern
security with the world's most advanced cloud-native platform for
protecting critical areas of enterprise risk — endpoints and cloud
workloads, identity, and data. Powered by the CrowdStrike Security
Cloud and world-class Al, the CrowdStrike Falcon® platform leverages

&ROWDSTR'KE real-time indicators of attack, threat intelligence, evolving adversary

tradecraft and enriched telemetry from across the enterprise to deliver

Y

hyper-accurate detections, automated protection and remediation,
elite threat hunting and prioritized observability of vulnerabilities.
Purpose-built in the cloud with a single lightweight-agent architecture,
the Falcon platform delivers rapid and scalable deployment, superior
protection and performance, reduced complexity and immediate time-
to-value.

Corelight provides security teams with network evidence so they
can protect the world's most critical organizations and companies.
On-prem and in the cloud, our open Network Detection and
. Response Platform enhances visibility and analytics, leading to
< G U re | I h]' faster investigations and expanded threat hunting. Corelight's
g global customers include Fortune 500 companies, major
government agencies, and large research universities. Based in San

Francisco, Corelight is an open-core security company founded by the
creators of Zeek®, the widely-used network security technology.

info@corelight.com | 888-547-9497

The Z and Design mark and the ZEEK mark are trademarks and/or registered trademarks of the International Computer Science Institute in the United States and certain
other countries. The Licensed Marks are being used pursuant to a license agreement with the Institute.
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