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Joint Solution

Security and compliance for
Microsoft Azure Virtual Desktop

Securing virtual desktop environments can be a challenge for organizatons that need to adhere to strict
compliance requirements. With end users connecting to more applications and more clouds through
more devices, security teams are concerned that just one insecure connection or misconfigured device
can expose highly sensitive information to an unauthorized user or, worse, a nation state bad actor.

Corelight for Microsoft Azure Virtual Desktop and Office 365
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With Corelight data in Microsoft Sentinel, users can visualize the relationship between source IP and URI for HTTP
connections with errors.


https://www.corelight.com
https://www.microsoft.com

Joint Solution: Corelight and Microsoft Azure Virtual Desktop

Helping maintain security and compliance with Corelight NDR

Corelight and Microsoft have teamed to design a solution to help compliance-centric organizations
deploy and maintain a centralized, affordable, and highly secure virtual desktop environment. Building
on its native integration with Microsoft Sentinel and Defender security platforms, Corelight's rich
network telemetry and analysis is unique in its ability to help ensure Microsoft Azure Virtual Desktop
(AVD) and Office 365 environments remain secure. This is especially true for government agencies and
organizations that have stringent compliance requirements.

i ——— (, corelight _W

INVESTIGATSR
e’ - ( F ALERTS
CONTRINER ‘GW CORELIGHT SAAS
ALERTS + LOGS

SIEMs and XOR
B® Microsoft

=

FILE ANALYSEIS TOOLS

=

£ smart FCAP STORAGE

@3 G

laTACS 0T

CORELIGHT SENSORS
Apphance, (loud, Software, Yirlual
ON-PREM \-_ _.}

Supporting Microsoft Azure compliance framework

Jointly developed to help Azure cloud customers secure their Microsoft AVD and Office 365
environments, Corelight for Microsoft AVD is essential for supporting Microsoft's mission for making
Azure a fully compliant cloud platform. Highly regulated customers in industry and government can now
meet a growing list of security frameworks and required standards, such as CMMC, DoDCAR, .govCAR,
NIST 800-171, OMB M-21.31, and others.

Key benefits include

+ Advanced network telemetry and analytics for Microsoft AVD environments
+ Native integration with Microsoft Sentinel and Defender security platforms
+ Fully compliant for U.S. Federal government deployments

+ Corelight App for Microsoft Sentinel ingests pre-formatted Corelight data directly into Sentinel
dashboards and data lakes

+ Critical component of Microsoft Zero Trust Architecture (ZTA)



Joint Solution: Corelight and Microsoft Azure Virtual Desktop

Microsoft enables digital transformation for the era of an
.. M icrosoft intelligent cloud and an intelligent edge. Its mission is to
. empower every person and every organization on the planet
to achieve more.

Corelight provides security teams with network evidence so
they can protect the world’s most critical organizations and
companies. On-prem and in the cloud, our open Network
Detection and Response platform enhances visibility and
. analytics, leading to faster investigations and expanded threat
c U I'e | I g h]‘ hunting. Corelight's global customers include Fortune 500
CJ companies, major government agencies, and large research
universities. Based in San Francisco, Corelight is an open-core

security company founded by the creators of Zeek®, the
widely-used network security technology.

info@corelight.com | 888-547-9497
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