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Joint solution brief

BLOCK MALICIOUS IPS IN REAL-TIME

Corelight’s integration with Palo Alto Networks Firewalls 
empowers analysts to block malicious IPs directly from 
a detection within Corelight Investigator. With a single 
click of the “Block” action button, Corelight updates the 
organization’s Palo Alto External Dynamic List (EDL). The 
firewall then pulls this updated list into its Access Control 
List (ACL), enabling near real-time enforcement. This 
indirect push-pull architecture ensures secure, scalable 
blocking—without requiring direct API access to the 
firewall. The result: Security analysts can quickly and 
confidently disrupt attacker communications, all from 
within a unified interface.

STREAMLINED INCIDENT RESPONSE

Corelight’s native integration with Palo Alto Networks 
Firewalls empowers SOC teams to accelerate incident 
response by pivoting from threat detection to enabling 
blocking capabilities—all within Corelight Investigator. This 
tight integration allows security analysts to take immediate 
remediation actions, reducing the time between detection 
and response and ensuring a more coordinated approach 
to high-risk security incidents.

Native Integration for faster threat containment

Simplify investigations and prioritize alerts based on actual risk to the enterprise by integrating network, firewall, and endpoint data.
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