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1. INTRODUCTION 

1.1 This privacy notice applies to you if you are based in the UK or a member state of the European 
Economic Area, and you are: 

(a) a current or former executive, employee, intern, contractor, consultant or temporary 
or agency member of staff engaged by us ("Team Members"); or 

(b) an applicant or prospective Team Member ("Applicants"). 

1.2 This privacy notice sets out how we process data that identifies or is associated with you 
("personal information"), and your rights in relation to that information. 

1.3 This privacy notice is not part of any contract of employment or other contract between you and 
us. 

1.4 It is important that you read and understand this notice. If you have any questions or require further 
information, please contact our privacy team using the contact details in paragraph 3 of this 
privacy notice. 

2. WHO IS RESPONSIBLE FOR YOUR PERSONAL INFORMATION 

2.1 If you are based in the UK, Corelight UK, Ltd. and Corelight, Inc will be joint controllers of your 
personal information that we collect and use as set out in this privacy notice. This means that these 
entities jointly determine how your personal information is used. 

2.2 If you are based in the European Economic Area, Corelight GmbH and Corelight, Inc will be joint 
controllers of your personal information that we collect and use as set out in this privacy notice. 

2.3 The relevant joint controllers set out above are referred to, collectively, as "Corelight", "we", "our" 
or "us" in this privacy notice.  

2.4 We have allocated our respective responsibilities for compliance with obligations under 
applicable data protection law as follows: 

(a) your employing entity, as indicated in your employment or other contract, will provide 
you with information about how your personal information is used on behalf of the 
joint controllers; 

(b) your employing entity, as indicated in your employment or other contract, will serve 
as the primary contact point for exercising your rights in respect of your personal 
information that we process as joint controllers and can be contacted using the 
details set out in paragraph 3 below; 

(c) each of us will maintain our own safeguards to ensure that the personal information 
we process as joint controllers is kept secure; 

(d) each of us will determine the lawful basis relied on for processing your personal 
information as joint controllers; 



 
 

 

(e) each of us have implemented safeguards for the transfers of your personal 
information that we undertake, including transfers to jurisdictions outside the UK or 
EEA. 

3. CONTACT POINT FOR DATA PROTECTION QUERIES 

Please contact the privacy team at privacy@corelight.com if you have any questions, comments, 
concerns and requests regarding this notice. 

4. PERSONAL INFORMATION WE COLLECT ABOUT APPLICANTS 

Information you provide 

4.1 We will collect the following categories of personal information about you in connection with your 
application for work with us, either from you directly or from the recruitment or employment 
agency or employer of record that refers your application to us. The types of personal information 
we collect will vary depending on the nature of the position and role you are applying for: 

Personal information  How we use this information Legal basis for processing 

Personal contact and 
identification details, such 
as your name, gender, date of 
birth, phone number, address 
and e-mail address. 

We use this information to 
open and maintain applicant 
records. 

The processing is necessary 
for our legitimate interests, 
namely managing job 
applications for positions 
with Corelight.  

We use this information to 
communicate with you as 
part of the recruitment 
process. 

The processing is necessary 
for our legitimate interests, 
namely communicating with 
applicants and managing job 
applications for positions 
with Corelight. 

Job application information, 
such as position applied for, 
time and date of application, 
educational background and 
professional qualifications, 
skills, current job description, 
previous roles, 
responsibilities and 
assignments, years of 
service, reasons for prior 
termination, current and/or 
desired salary and other 
terms relating to 
compensation and benefits 
packages, willingness to 
relocate, or other job 
preferences and other 
information contained in your 
CV and cover letter. 

We use this information to 
process and assess your 
application, including 
assessing your suitability for 
a role. 

The processing is necessary 
for our legitimate interests, 
namely assessing the 
suitability of candidates for 
roles at Corelight.  

We use this information to 
calculate proposed salary 
and assessing eligibility for 
certain benefits.  

The processing is necessary 
for our legitimate interests, 
namely assessing and 
preparing job offers. 

We use this information to 
monitor and improve our 
application process. 

The processing is necessary 
for our legitimate interests, 
namely reviewing and 
updating our applications 
process. 

mailto:privacy@corelight.com


 
 

 

Nationality, citizenship and 
right to work information, 
such as country of birth, 
government identification 
documents (including 
passports and residency 
permits) and, where relevant, 
visa information. 

(a) We use this information to 
fulfil our obligations to 
relevant government 
authorities, including to 
determine your eligibility to 
work. 

(b) The processing is necessary 
for compliance with a legal 
obligation to which we are 
subject. 

Our communications with 
you, including the content of 
any communications we may 
have with you regarding your 
application.  

We use this information to 
manage the application 
process. 

The processing is necessary 
for our legitimate interests, 
namely coordinating our 
recruitment process.  

We use this information to 
communicate with you as 
part of the recruitment 
process. 

The processing is necessary 
for our legitimate interests, 
namely communicating with 
applicants and managing job 
applications for positions 
with Corelight. 

Any other data provided by 
you in the course of the 
application process. 

We use this information to 
process and assess your 
application, including 
assessing your suitability for 
a role.  

The processing is necessary 
for our legitimate interests, 
namely assessing the 
suitability of candidates for 
roles at Corelight. 

We use this information 
monitor and improve our 
application process.  

The processing is necessary 
for our legitimate interests, 
namely managing 
applications and improving 
the application process. 

 

4.2 When we collect your personal information, we will inform you if the information is mandatory or 
optional. If you do not provide any information which is marked as mandatory, we will not be able 
to process your application successfully. 

Information contained in records that we create ourselves 

4.3 As part of your application process, we will also create Interview evaluation and appraisal 
information, such as comments and notes made by interviewers or other Team Members in 
connection with your application: 

Personal information  How we use this information Legal basis for processing 

Interview evaluation and 
appraisal information, such 
as comments and notes 
made by interviewers or other 
Team Members in connection 
with your application. 

We use this information to 
process and assess your 
application, including 
assessing your suitability for a 
role. 

The processing is necessary 
for our legitimate interests, 
namely assessing the 
suitability of candidates for 
roles at Corelight. 

We use this information to 
calculate proposed salary 
and assess eligibility for 
certain benefits. 

The processing is necessary 
for our legitimate interests, 
namely assessing and 
preparing job offers. 



 
 

 

We use this information to 
monitor and improve our 
application process. 

The processing is necessary 
for our legitimate interests, 
namely reviewing and 
updating our applications 
process. 

 

Pre-employment vetting 

4.4 If we decide to offer you employment or engage you as a consultant, we may also collect 
verification of your employment history and professional qualifications.  

Personal information  How we use this information Legal basis for processing 

Employment history and 
professional qualification 
verification. We may contact 
your professional and 
academic referees to confirm 
the employment, 
professional and academic 
information that you have 
provided to us. You should 
ensure that you have any 
referees' consent to disclose 
information about you to us 
when you submit your 
application. We will obtain 
the content of any reference, 
as well as the results of any 
reference checks.  

We use this information to 
process and assess your 
application, including 
assessing your suitability for 
a role. 

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 

Results of basic criminal 
record checks (pass / fail 
only). 

We use this information to 
process and assess your 
application, including 
assessing your suitability for a 
role. 

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 

Results of anti-financial 
crime compliance searches, 
such as searches against lists 
of sanctioned individuals and 
politically exposed persons.  

We use this information to 
process and assess your 
application, including 
assessing your suitability for a 
role. 

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 

 

4.5 We will inform you if we obtain any information through pre-employment screening that could 
affect our decision to offer you employment or appointment as a consultant. We will give you the 
opportunity to respond to the information obtained and will take your response into account when 
deciding whether to proceed with your appointment. 

Sensitive Personal Information 

4.6 In limited circumstances, we may need to process the following special categories of personal 
information ("sensitive information") about you for specific purposes: 



 
 

 

Personal information How we use this 
information 

Legal basis for processing 

Disability and health 
records, such as information 
relating to any disability or 
health condition that is 
relevant to an individual's 
application.  

We use this information to 
address legal obligations to 
Applicants, under applicable 
law relation to equality and 
non-discrimination, including 
making reasonable 
adjustments to enable or 
assist Applicants.  

The processing is necessary 
to comply with legal 
obligations to which we are 
subject.   

The special condition we rely 
on is that the processing is 
necessary for carrying out the 
obligations and exercising 
specific rights in the field of 
employment insofar as it is 
authorised by UK, EU or 
Member State law. 

Diversity data you elect to 
disclose (individuals can 
elect to opt out), such as 
information relating to 
gender, racial/ethnic origin, 
and disability status.  

We use this information 
under applicable law relation 
to equality and non-
discrimination, including 
making reasonable 
adjustments to enable or 
assist Applicants.  

The special condition we rely 
on is that the processing is 
necessary for carrying out the 
obligations and exercising 
specific rights in the field of 
employment insofar as it is 
authorised by UK, EU or 
Member State law. 

 

5. PERSONAL INFORMATION WE COLLECT ABOUT EMPLOYEES 

Personal information collected as part of your application 

5.1 If your application is successful and you become an employee, consultant or contractor of 
Corelight, or are engaged as temporary or agency staff by Corelight, the personal information we 
collect during the application process may be transferred to your personnel file and stored and 
used for purposes connected with your employment or engagement by Corelight as follows: 

Personal information How we use this information Legal basis for processing 

Identity and contact details, 
such as your name, title, 
gender, phone number, 
address, e-mail address, date 
of birth and photograph.  

 

 

 

 

We use this information to 
open and maintain human 
resources records. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and maintaining 
company records.  

We use this information to 
communicate with Team 
Members for internal 
business purposes or 
emergencies. 

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 

We use this information to 
issue payslips and process 
payroll.  

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 



 
 

 

We use this information to 
grant you access to our 
premises and/or internal 
computer systems. 

The processing is necessary 
for the performance of a 
contract and to take steps 
prior to entering into a 
contract. 

We use this information to 
maintain an internal directory 
of Team Members. 

The processing is necessary 
for our legitimate interests, 
namely facilitating 
communication and 
collaboration between our 
Team Members. 

We use this information in 
our promotional material, 
such as websites, blogs and 
social media pages.   

The processing is necessary 
for our legitimate interests, 
namely promoting and 
marketing our business. 

Nationality, citizenship and 
right to work information, 
such as country of birth, 
government identification 
documents (including 
passports and residency 
permits), national insurance 
number or social security 
number and, where relevant, 
visa information.  

We use this information to 
fulfil our obligations to 
relevant government 
authorities, including to 
determine your ongoing 
eligibility to work. 

The processing is necessary 
for compliance with a legal 
obligation to which we are 
subject. 

Qualifications and 
experience, such as 
educational background and 
professional qualifications, 
skills, previous roles, 
responsibilities and 
assignments, years of 
service, reasons for prior 
termination, and other 
information contained in your 
CV. 

We use this information to 
make ongoing salary 
decisions and decisions 
relating to eligibility for 
certain benefits.  

The processing is necessary 
for the performance of a 
contract and in order to take 
steps prior to entering into a 
contract with you (including 
as you progress through job 
roles).  

We use this information to 
assess your suitability for 
certain tasks, and to assess 
suitability for, and to process 
promotions, job moves and 
staff restructuring.   

The processing is necessary 
for our legitimate interests, 
namely managing our 
resources.   

Depending on your position, 
we use this information to 
fulfil obligations to regulators 
and professional bodies (e.g. 
demonstrating Team Member 
suitability). 

The processing is necessary 
for our legitimate interests, 
namely to demonstrate and 
ensure our compliance with 
regulatory requirements to 
which we are subject or 
comply with.  

We use this information to 
monitor and allocate human 
resources.  

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources. 



 
 

 

Recruitment information, 
such as role applied for, 
comments and notes made 
by interviewers or other Team 
Members in connection with 
your application.  

We use this information to 
monitor and allocate human 
resources. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources. 

We use this information to 
make ongoing salary 
decisions and decisions 
relating to eligibility for 
certain benefits.  

The processing is necessary 
for the performance of a 
contract and in order to take 
steps prior to entering into a 
contract with you (including 
as you progress through job 
roles).  

We use this information to 
assess your suitability for 
certain tasks, and to assess 
suitability for, and to process 
promotions, job moves and 
staff restructuring.  

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and coordinating 
our business needs.   

Results of reference 
checks, such as verification 
of education and 
employment history. 

We use this information to 
retain records to evidence the 
integrity of the application 
process and compliance with 
application and vetting 
procedures. 

The processing is necessary 
for our legitimate interests, 
namely maintaining and 
managing our records.   

Results of criminal record 
checks (pass / fail only).  

We use this information to 
retain records to evidence the 
integrity of the application 
process and compliance with 
application and vetting 
procedures. 

The processing is necessary 
for our legitimate interests, 
namely maintaining and 
managing our records.   

Results anti-financial crime 
compliance searches, such 
as searches against lists of 
sanctioned individuals and 
politically exposed persons. 

We use this information to 
retain records to evidence the 
integrity of the application 
process and compliance with 
application and vetting 
procedures. 

The processing is necessary 
for our legitimate interests, 
namely maintaining and 
managing our records.   

 

Personal information provided by you when you become a Team Member 

5.2 We will also collect the following additional information about you either from you directly or from 
a third-party, employer of record or employment agency in the course of your employment or 
engagement. When we collect personal information from you, we will inform you if the information 
is mandatory or optional. If you do not provide any information which is marked as mandatory, we 
may be unable to perform some of our obligations to you or provide you with certain benefits. 

Personal information How we use this 
information 

Legal basis for processing 

Payment and tax 
information, such as your 
credit card or bank account 

We use this information to 
pay salaries and other 
benefits to Team Members. 

The processing is necessary 
for the performance of a 
contract. 



 
 

 

details, Tax ID number and 
billing address. 

We use this information to 
process expenses claims. 

The processing is necessary 
for the performance of a 
contract. 

Information collected in 
Team Member surveys and 
exit interviews. 

 

We use this information to 
monitor, assess and improve 
our Team Member 
development and company 
culture. 

The processing is necessary 
for our legitimate interests, 
namely informing our Team 
Member and business 
development.  

 

Records containing personal information maintained by us 

5.3 We will also create and maintain records relating to your employment or engagement with us as 
follows as part of our ongoing relationship with you:  

Personal information How we use this information Legal basis for processing 

Current job role 
information, such as 
position held, location of role, 
job description, 
responsibilities and 
assignments, years of 
service, and previous roles at 
Corelight.  

We use this information to 
maintain human resources 
records. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and maintaining 
company records.   

We use this information to 
allocate resources.  

The processing is necessary 
for our legitimate interests, 
namely managing and 
coordinating our human 
resources and maintaining 
company records.   

We use this information to 
assess, forecast and make 
business decisions about our 
human resources.  

The processing is necessary 
for our legitimate interests, 
namely managing our 
resources and informing our 
marketing and business 
development.   

We use this information to 
determine the tasks and 
responsibilities assigned to 
you.  

The processing is necessary 
for the performance of a 
contract. 

We use this information to 
maintain an internal directory 
of Team Members. 

The processing is necessary 
for our legitimate interests, 
namely facilitating 
communication and 
collaboration between our 
Team Members. 

We use this information in 
our promotional material, 
such as websites, blogs and 
social media pages.   

The processing is necessary 
for our legitimate interests, 
namely promoting and 
marketing our business. 



 
 

 

Personal information How we use this information Legal basis for processing 

Benefits information, such 
as salary details, bonus 
payments, pension details, 
share option details, medical 
and dental insurance, and 
any salary sacrifice benefits.  

We use this information to 
maintain human resources 
records. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and maintaining 
company records.   

We use this information to 
allocate resources. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and maintaining 
company records.   

We use this information to 
provide and administer 
benefits for which you are 
eligible. 

The processing is necessary 
for the performance of a 
contract. 

We use this information to 
assess, forecast and make 
business decisions in relation 
to financial and other 
obligations to Team Members 
and third parties (such as tax 
authorities and beneficiaries) 
in relation to any benefits 
owed to Team Members.  

The processing is necessary 
for our legitimate interests, 
namely managing our 
resources and our obligations 
to Team Members and third 
parties.   

We use this information to 
report to tax authorities. 

The processing is necessary 
for compliance with legal 
obligations to which we are 
subject. 

We use this information to 
process payroll. 

The processing is necessary 
for the performance of a 
contract. 

Performance and 
development records, such 
as training records, records 
of courses and training 
undertaken, performance 
reviews and assessments. 

We use this information to 
conduct performance 
appraisals and to assist with 
career planning and skills 
monitoring.  

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and fulfilling our 
professional and contractual 
obligations to third parties.  

We use this information to 
make ongoing salary 
decisions and decisions 
relating to eligibility for 
certain benefits.  

The processing is necessary 
for the performance of a 
contract and in order to take 
steps prior to entering into a 
contract with you (including 
as you progress through job 
roles).  

We use this information to 
assess suitability for certain 
tasks, and to process 
promotions, job moves and 
staff restructuring.  

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and monitoring the 



 
 

 

Personal information How we use this information Legal basis for processing 

qualifications and experience 
of our staff.  

We use this information to 
provide references for future 
applications.  

The processing is necessary 
for your legitimate interests, 
namely in connection with 
your application to a new 
position.  

Disciplinary, capability and 
conduct records, such as 
details of warnings, details of 
grievances submitted by and 
in relation to the individual 
and other records relating to 
conduct. 

We use this information to 
assess and take action in 
relation to disciplinary, 
capability, grievance and 
conduct issues. 

The processing is necessary 
for the performance of a 
contract.  

We use this information to 
maintain employment 
records, monitor and improve 
our human resources 
procedures and processes. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources, and ensuring 
compliance with internal 
policies and procedures, and 
risk management. 

We use this information to 
comply with legal obligations 
to which we may be subject. 

The processing is necessary 
to comply with a legal 
obligation to which we are 
subject, such as workplace 
bullying and harassment and 
anti-discrimination 
legislation. 

Absence records, such as 
leave requests and 
approvals, and dates and 
time away from the office on 
leave.   

We use this information to 
make corresponding 
decisions relating to human 
resource allocation, and to 
address any other issues that 
may arise from absences. 

The processing is necessary 
for our legitimate interests, 
namely managing our human 
resources and ensuring 
compliance with internal 
policies and procedures.  

Health and safety records, 
including information relating 
to health and safety in the 
workplace, accidents and 
near misses. 

We use this information to 
address legal obligations to 
Team Members in relation to 
health and safety in the 
workplace. 

The processing is necessary 
to comply with a legal 
obligations to which we are 
subject.  

The processing is necessary 
for carrying out obligations 
and exercising specific rights 
in the field of employment 
insofar as it is authorised by 
UK, EU or Member State law.  

 

Information about IT use and physical access to premises 

5.4 To ensure the security of our premises, IT systems, we collect the following information about your 
access and use of our premises, IT systems and IT equipment. We may also access and review this 
information in connection with internal investigations. 



 
 

 

Personal information How we use this 
information 

Legal basis for processing 

Access logs, namely date 
and times of Team Members’ 
attendance at Corelight 
premises.  

We use this information to 
monitor access to our 
premises for security 
purposes. 

The processing is necessary 
for our legitimate interests, 
namely ensuring the safety 
and security of Team 
Members and property. 

In the event of an internal 
investigation, such as in 
response to a complaint filed 
by or against you, we may 
access this information to the 
extent relevant to the nature 
of the incident and required 
to establish facts relating to 
the incident. 

The processing is necessary 
for our legitimate interests, 
namely investigating 
complaints by or against our 
Team Members. 

Any other data provided by 
the Team Member that is 
stored on employer's 
equipment and computer 
systems, including 
electronic communications, 
information relating to use of 
the computer systems, 
documents stored on 
company hardware. 

We use this information to 
monitor compliance with 
internal rules, policies and 
employment conditions.  

The processing is necessary 
for our legitimate interests, 
namely ensuring compliance 
with Corelight policies and 
protocols.  

We use this information to 
investigate security breaches 
and misuse of computer 
equipment and systems, and 
to maintain and back-up 
records in accordance with 
back-up and disaster 
recovery plans. 

The processing is necessary 
for our legitimate interests, 
namely providing internal 
computer systems and 
hardware, and ensuring the 
security and integrity of those 
systems. 

In the event of an internal 
investigation, such as in 
response to a complaint filed 
by or against you, we may 
access this information to the 
extent relevant to the nature 
of the incident and required 
to establish facts relating to 
the incident. 

The processing is necessary 
for our legitimate interests, 
namely investigating 
complaints by or against our 
Team Members. 

Data contained in or relating 
to Team Members' 
communications and use of 
Corelight equipment, such 
as registration and login 
times and dates, internet 
domain names visited using 
Corelight IT equipment, 
software used, email traffic, 
log data, account status and 
other equipment use metrics.  

We use this information to 
identify and investigate 
security breaches and 
misuse of computer 
equipment and systems. We 
also use this information to 
monitor access to systems 
and data for security 
purposes. 

The processing is necessary 
for our legitimate interests, 
namely providing internal 
computer systems and 
hardware, and ensuring the 
security and integrity of those 
systems.  

In the event of an internal 
investigation, such as in 

The processing is necessary 
for our legitimate interests, 



 
 

 

response to a complaint filed 
by or against you, we may 
access this information to the 
extent relevant to the nature 
of the incident and required 
to establish facts relating to 
the incident. 

namely investigating 
complaints by or against our 
Team Members. 

 

Personal information we collect about persons connected to you 

5.5 At times, we may collect and process the following personal information about your family 
members, dependants, beneficiaries, and other people related or connected to you ("Related 
Persons") in connection with administering emergency contacts and other benefits and services 
(including governmental tax and social benefits) to which your Related Persons may be entitled. 
We may collect this information from you or through service providers and other third parties that 
collect it on our behalf. When you provide information about these Related Persons to us, you 
should ensure that you give them a copy of this privacy notice. 

Personal information How we use this 
information 

Legal basis for processing 

Details of partners, 
dependants, beneficiaries. 

We use this information to 
process benefits (including 
governmental tax and social 
benefits) to which Team 
Members' partners, 
dependants or other 
beneficiaries may be entitled.  

The processing is necessary 
for the performance of a 
contract.  

Next of kin We use this information to 
contact the designated 
contacts in the case of an 
emergency or as in-death-
beneficiaries. 

The processing is necessary 
for our legitimate interests, 
namely engaging with family 
members and next of kin in 
the event of an emergency 
that affects a Team Member. 

 

5.6 We may also use the personal information we collect for external purposes, such as promoting our 
business or compliance with law enforcement. This processing is usually necessary for our 
legitimate interests, the legitimate interests of external agencies and for compliance with our legal 
obligations. 

5.7 Sensitive Personal Information 

In limited circumstances, we may need to process the following special categories of personal 
information ("sensitive information") about you for specific purposes: 

Personal information How we use this 
information 

Legal basis for processing 

Disability and health 
records, such as information 
relating to any disability or 
health condition that is 

We use this information to 
address legal obligations to 
Team Members, under 
applicable law relation to 
equality and non-
discrimination, including 

The processing is necessary 
to comply with legal 
obligations to which we are 
subject.   



 
 

 

relevant to an individual's job 
role.  

making reasonable 
adjustments to enable or 
assist Team Members to 
perform their role.  

The special condition we rely 
on is that the processing is 
necessary for carrying out the 
obligations and exercising 
specific rights in the field of 
employment insofar as it is 
authorised by UK, EU or 
Member State law. 

Records of absences due to 
medical or family reasons, 
such as illnesses and 
paternity/maternity leave.   

We use this information to 
manage and carry out our 
processes and your 
entitlements in respect of 
illnesses, accidents and 
absences, including (as 
applicable) to meet statutory 
requirements.  

The processing is necessary 
for the performance of a 
contract, and otherwise to 
comply with legal obligations 
relating to illness and 
parental leave.  

The special condition we rely 
on is that the processing is 
necessary for carrying out 
obligations and exercising 
specific rights in the field of 
employment insofar as it is 
authorised by UK, EU or 
Member State law.  

Diversity data, such as 
information relating to gender 
identity, racial/ethnic 
background, sexual 
orientation and disability 
status.  

We use this information to 
address legal obligations to 
Team Members, under 
applicable law relation to 
equality and non-
discrimination, including 
making reasonable 
adjustments to enable or 
assist Team Members to 
perform their role.  

The processing is necessary 
to comply with legal 
obligations to which we are 
subject.   

The special condition we rely 
on is that the processing is 
necessary for carrying out the 
obligations and exercising 
specific rights in the field of 
employment insofar as it is 
authorised by UK, EU or 
Member State law. 

 

6. CONSENT 

6.1 We are not required to obtain your consent for most of the processing activities that we undertake 
in respect of your personal information. 

6.2 We may, however, need your consent in limited circumstances for some uses of certain personal 
information. For instance, in certain circumstances, we may need your consent to use certain 
sensitive information, such as information about your health or ethnicity, in particular ways. 

6.3 If we need your consent, we will notify you separately of the personal information we intend to use 
and how we intend to use it. 

6.4 You will never be obliged to give us this consent. Where you have given us consent to collect, use 
or disclose your personal information in a certain way, you may withdraw your consent at any time. 
If you wish to withdraw any consent that you have given us, please contact the privacy team using 
the contact details in paragraph 3 of this privacy notice. 



 
 

 

7. KEEPING YOUR INFORMATION UP TO DATE 

As your circumstances change, please inform us of any changes to your personal information so 
that we can ensure that the personal information we store about you is accurate and up to date. 

8. HOW LONG WE KEEP YOUR PERSONAL INFORMATION 

8.1 Unless a longer retention period is required or permitted by law, we will only hold your personal 
information for the following periods: 

Personal information How long we keep it 
Information you provide as an applicant 
or that we generate about you ourselves 
in connection with your application, as 
set out in paragraphs 4.1 and 4.3 
 

If your application for employment is unsuccessful: 
12 months after the end of the relevant recruitment 
process, unless you agree for that information to 
remain on file for a future selection process. 
 
If you are offered and accept employment with 
Corelight: the personal data collected during the 
application and recruitment process will become 
part of your employment record. 

Information collected through pre-
employment vetting, as set out in 
paragraph 4.4 
 

If your application for employment is unsuccessful: 
12 months after the end of the relevant recruitment 
process, unless you agree for that information to 
remain on file for a future selection process. 
 
If you are offered and accept employment with 
Corelight: the personal data collected during the 
application and recruitment process will become 
part of your employment record. 

Information you provide us as an 
applicant about your diversity and / or 
disability and health, as set out in 
paragraph 4.6 

If your application for employment is unsuccessful: 
12 months after the end of the relevant recruitment 
process, unless you agree for that information to 
remain on file for a future selection process. 
 
If you are offered and accept employment with 
Corelight: the personal data collected during the 
application and recruitment process will become 
part of your employment record. 

Payroll, payment, tax and salary records Employment + 7 years post-employment  
Pension contribution records Employment + 7 years post-employment, or longer 

if required by the terms of the specific pension 
scheme 

Records of other benefits Employment + 7 years post-employment 
Records relating to accidents, death or 
injury in connection with work 

Employment + 7 years post-employment 

Records relating to long-term absence 
(maternity / paternity leave, long term 
illness) 

Employment + 7 years post-employment 

Information about your nationality and 
right to work 

Employment + 3 years post-employment  

Next of kin Employment + 7 years post-employment  
Disability and health data Employment + 7 years post-employment 
Diversity data  Employment + 7 years post-employment 
Access logs  Employment + 1 year post-termination  
CCTV logs N/A 
Information about your access to our 
premises and IT systems  

Employment + 1 year post-termination  

Information stored by team member on 
company equipment and computer 

Employment + 1 year post-termination  



 
 

 

systems and contained in 
communications  
All other information and records 
relating to your employment or 
engagement by us 

Employment + 7 years post-employment 

 

9. RECIPIENTS OF PERSONAL INFORMATION 

9.1 We may share your personal information with the following: 

Recipient How they use it 
Service providers: we may share your 
personal information with third party 
vendors and other service providers that 
perform services for us or on our behalf, 
which may include providing mailing or 
email services, data hosting and record 
keeping services, and payments 
processing. Such information may be 
disclosed to providers of: 

• human resources management 
software and business collaboration 
tools; 

• our IT infrastructure and storage; and 

• salary and benefits payments 
processing. 

These recipients will generally use your personal 
information as processors only on our instructions.  
 
They may also aggregate and anonymise 
information to monitor the performance of, identify 
errors in, and improve their services. The lawful 
basis relied on for such transfers is that the 
processing is necessary for the relevant service 
provider's legitimate interests, namely to maintain 
and improve their services. 

Our affiliates: Your personal 
information may be stored and 
processed on centralised IT systems 
that are used by companies that own us 
or are under the same ownership as us in 
connection with us.  

Our affiliates may access your personal information 
for centralised HR resource planning and 
management and to facilitate communication and 
coordination between group entities.  
 
The lawful basis we rely on for sharing your 
personal information in this way is that it is 
necessary for our and our affiliates' legitimate 
interests, namely provision of intragroup services, 
coordination and resource management.  
 

Advisors: we may share your personal 
information with our advisors in 
connection with obtaining professional 
services such as legal, financial and 
accountancy services on behalf of 
Corelight. 

These recipients will use your personal information 
in order to provide us with legal or financial, 
accountancy or tax advice. 
 
The lawful basis we rely on for such transfers is that 
the processing is necessary for our legitimate 
interests, namely obtaining professional services 
and advice.  
 

Employers of record and agencies: If 
you are employed by a third-party 
employer of record, or engaged through 
a third-party employment agency, we 
may share your personal data with them 
for the purposes of administering your 
employment. 

These recipients will use your personal information 
in accordance with the privacy notices they have 
provided to you.  
 
The lawful basis we rely on for such transfers is that 
the processing is necessary for our and the relevant 
third-party agency's legitimate interests, namely 



 
 

 

managing our contractual relationship and our 
respective relationships with you. 
 

Purchasers and third parties in 
connection with a business 
transaction: your personal information 
may be disclosed to third parties in 
connection with a transaction, such as 
a merger, sale of assets or shares, 
reorganisation, financing, change of 
control or acquisition of all or a portion 
of our business. 
 

These recipients will use your personal information 
to assess the potential transaction with us. They 
may also use your personal information to facilitate 
the integration of our Team Members into their 
structure in the event of an acquisition.  
 
The lawful basis we rely on for such transfers is that 
the processing is necessary for our and the third 
party's legitimate interests, namely assessing and 
executing a potential transaction with us. 
 

Third parties at your request: we may 
disclose your personal information 
where you ask us to, such as banks or 
mortgage providers, insurance and 
other benefit providers, or other 
employers if you ask us for a reference 
from us when you apply for another 
position. 
 

These recipients will use your personal information 
as disclosed in their privacy notice. 
 
We will only share your personal information in this 
way to the extent you give us your consent to do so. 

Third parties, as necessary in 
connection with your job role: we may 
disclose certain personal information, 
such as your name and contact details, 
to third parties who may need to contact 
you in connection with your role at 
Corelight. 
 

These recipients will use your personal information 
to communicate with you in connection with our 
relationship or prospective relationship with them. 
 
The lawful basis we rely on for such transfers is that 
the processing is necessary for our and the third 
party's legitimate interests, namely managing our 
contractual or other relationship or prospective 
relationship. 
 

Law enforcement, government 
bodies, regulators and other parties 
for legal reasons: we may share your 
personal information with third parties 
as required by law or if we reasonably 
believe that such action is necessary to 
(i) comply with law and/or reasonable 
requests of law enforcement; (ii) detect 
and investigate illegal activities and 
breaches of agreements; and/or (iii) 
exercise or protect the rights, property, 
or safety of Corelight, our Team 
Members or others. 
 

These recipients will use your personal information 
in the performance of their regulatory or law 
enforcement role, or to advise us in connection with 
a potential claim or regulatory enforcement action. 
 
The lawful basis we rely on for sharing personal 
information with these recipients is that the 
processing is either necessary to comply with a 
legal obligation to which we are subject or is 
necessary for our legitimate interests, namely 
enforcing our rights or complying with requests 
from regulatory authorities. 
 

 

10. STORING AND TRANSFERRING YOUR PERSONAL INFORMATION 

10.1 Security. We implement appropriate technical and organisational measures to protect your 
personal information against accidental or unlawful destruction, loss, change or damage. All 
personal information we collect will be stored on secure severs. Where we transfer personal 
information to our service providers, we will ensure that the recipients also implement appropriate 
technical and organisational security measures to protect your personal information. 

10.2 International Transfers of your Personal Information. The personal information we collect may 
be transferred to and stored in countries outside of the jurisdiction you are in where we and our 



 
 

 

third-party service providers have operations. We will ensure that these international transfers of 
your personal information are made pursuant to appropriate safeguards, such as:  

(a) ensuring that the personal information is only transferred to countries recognised as 
offering an equivalent level of protection as compared to the level of protection in the 
country you are located ("Adequacy"); or  

(b) the transfer is made pursuant to agreements incorporating standard data protection 
clauses adopted by the European Commission and approved under the UK Data 
Protection Act 2018 ("SCCs"). 

10.3 Your personal information may be processed by recipients in the following countries: 

Destination country Safeguard used 
U.S. Contract or other lawful transfer mechanism to 

comply with applicable law 
 

10.4 If you wish to enquire further about the safeguards we use, including obtaining a copy of any SCCs 
that we have entered into, please contact the privacy team using the contact details in paragraph 
3 of this privacy notice. 

11. YOUR RIGHTS IN RESPECT OF YOUR PERSONAL INFORMATION 

11.1 In accordance with applicable privacy law, you have the following rights in respect of your personal 
information that we hold: 

(a) Right of access. You have the right to obtain: 

(i) confirmation of whether, and where, we are processing your personal 
information; 

(ii) information about the categories of personal information we are processing, the 
purposes for which we process your personal information and information as to 
how we determine applicable retention periods; 

(iii) information about the categories of recipients with whom we may share your 
personal information; and 

(iv) a copy of the personal information we hold about you. 

(b) Right of portability. You have the right, in certain circumstances, to receive a copy 
of the personal information you have provided to us in a structured, commonly used, 
machine-readable format that supports re-use, or to request the transfer of your 
personal information to another person. 

(c) Right to rectification. You have the right to obtain rectification of any inaccurate or 
incomplete personal information we hold about you without undue delay. 

(d) Right to erasure. You have the right, in some circumstances, to require us to erase 
your personal information without undue delay if the continued processing of that 
personal information is not justified. 

(e) Right to restriction. You have the right, in some circumstances, to require us to limit 
the purposes for which we process your personal information if the continued 
processing of the personal information in this way is not justified, such as where the 
accuracy of the personal information is contested by you. 



 
 

 

11.2 Right to object. You also have a right, in some circumstances, to object to any processing 
based on our legitimate interests. There may, however, be compelling reasons for continuing 
to process your personal information, and we will assess and inform you if that is the case. 

11.3 If you wish to exercise one of these rights, please contact the privacy team, using the contact 
details at paragraph 3 of this privacy notice.  

11.4 We will not charge you a fee for complying with your request to exercise one of these rights, other 
than where the request is manifestly unfounded or excessive (such as if you submit a number of 
repeated requests), in which case we may charge you a reasonable fee to cover our administrative 
costs.  

11.5 You also have the right to lodge a complaint to your local data protection supervisory authority. If 
you are in the UK, your local authority is the Information Commissioner's Office – please see 
https://ico.org.uk/make-a-complaint/ for more information. If you are in the EU, you can find out 
how to contact your local authority here.  

12. CHANGES TO THIS NOTICE 

12.1 We may update this notice from time to time. When we change this notice in a material way, we 
will update the "last modified" date below. Please visit the company intranet or contact 
privacy@corelight.com to obtain a current copy of this privacy notice. 

https://ico.org.uk/make-a-complaint/
https://www.edpb.europa.eu/about-edpb/about-edpb/members_en
mailto:privacy@corelight.com

