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Cloud 
Sensors

CLOSE VISIBILITY GAPS IN THE CLOUD
Corelight enables security teams to extend visibility across 
hybrid and multi-cloud environments with consistent, 
comprehensive uniform telemetry enriched with control 
plane data.

Accelerate incident response and unlock threat hunting 
capabilities by providing analysts managing diverse 
environments with the actionable insights they  
need in real-time.

DETECT + DISRUPT CLOUD THREATS
Identify and disrupt attacks such as data exfiltration, service 
enumeration, and more. Corelight’s detections tie alerts to 
rich, Zeek®-based evidence, identifying threats often hidden 
within legitimate or encrypted traffic.

DRIVE EFFICIENCY IN HYBRID ENVIRONMENTS
Streamline and accelerate analyst workflows by reducing 
tool sprawl and increasing efficiency. Corelight consolidates 
NSM, IDS, and PCAP functionality into a unified dataset, 
streamlining analyst workflows and reducing tool sprawl. 
With native packet mirroring support for major cloud 
platforms, organizations can:
•	 Increase operational efficiency
•	 Provide an alternative to  third-party packet-brokers
•	 Decrease the risk of misconfiguration
•	 Accelerate application deployment timelines
Our solution was designed with ease and flexibility in  
mind from capacity-based licensing to automation of 
deployment using Terraform templates.

TOP USE CASES INCLUDE:

Complete visibility of hybrid and cloud environments

Detailed enrichment of network traffic with  
control plane data

Support for cloud-native packet mirroring  
(GCP NSI, Azure vTAP)

Leverage cloud-specific detections to  
disrupt attacks

Discover behavioral anomalies across  
multi-cloud environments
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Cloud solutions to fit your environment
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PRODUCT CAPABILITIES

•	 Consolidate NSM, IDS, and PCAP functionality
•	 Uniform telemetry across AWS, GCP, and Azure
•	 Automatic correlation of network + cloud-native data
•	 Support for cloud-native packet mirroring for  

AWS, GCP and Azure

•	 Automate deployment with Terraform templates 
•	 Detect resource enumeration and data exfiltration
•	 Identify all services across cloud environments

View all specifications: 
https://corelight.com/products/product-specifications/
info@corelight.com  |  888-547-9497
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