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WHITE PAPER

How Corelight compares to cloud native options
in AWS

INTRODUCTION

As organizations increasingly move critical infrastructure and workloads to the public cloud, monitoring network traffic
and activity within the cloud platform is essential for security and compliance. AWS services such as VPC flow logs,
GuardDuty, Inspector and Cloudwatch are a few services that provide some protection for your cloud environments. This
paper compares these AWS services to Corelight's Open Network Detection and Response (NDR) Platform offerings to help
organizations determine the best options for their security and compliance needs.

GUARDDUTY VS CORELIGHT

Amazon's GuardDuty Service has an extensive catalog of detections and alerts that span many AWS offerings. GuardDuty
analyzes attributes from VPC flow logs, AWS CloudTrail event logs, and DNS logs and other services to detect threats like EC2
instances mining cryptocurrency, EC2 instances compromised to scan other hosts, or EC2 instances launching DDoS attacks.
Each alert has several attributes such as severity rating, alert category and remediation steps to help security personnel
determine next actions. An example from their catalog is found here:

By contrast, Corelight's Zeek®-based Open NDR Platform utilizes a large set of custom and open source detection content
combined with Suricata’s® signature based alerting capabilities to provide a full suite of evidence based security data
across the entire attack surface. This rich security data allows users the ability to triage, investigate and remediate security
alerts across their compute resources utilizing an external SIEM or Corelight Investigator through a consistent framework,
structure and language across ALL environments, providing broader coverage for an increasing attack surface.


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://corelight.com/solutions/network-analytics
https://www.corelight.com
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Corelight detections can help bolster your security posture by monitoring your network for many of the attacks found on the
MITRE ATT&CK® framework. If you'd like to learn more about the coverage that Corelight can provide, please explore here.

GuardDuty offers two C2 specific detections which can be complemented by Corelight's extensive C2 detections. By
inspecting specific TTP's used in C2 attacks, Corelight is able to provide better detection that is much harder to evade. Details
of Corelight’ s fifteen C2 detections can be found here. Examples of how to best utilize the data that Corelight provides can
be found by clicking any of the fifteen detections.
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https://corelight.com/products/overview/mitre-attack
https://mitre-attack.corelight.com/
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Comparing the GuardDuty approach to the Corelight approach for detection of C2 demonstrates the power of Corelight's evidence
and enrichment for protecting your network layer. Read this white paper to learn how Corelight detects C2 activity. It explains

how to use the data provided to identify the compromised host and suspicious traffic, further understand how the host was
compromised, and the potential blast radius of the attack.

CORELIGHT DATA VS AWS VPC FLOW LOGS

VPC flow logs allow you to capture network flow data for your VPC network interfaces and subnets. Flow log data can

be used for basic security analysis, resource monitoring, and troubleshooting. For example, you can view logs to check
for unauthorized traffic or suspicious IP addresses communicating with your instances. VPC flow logs can be enabled on
individual network interfaces or subnets within a VPC. Logs are captured continuously and stored in CloudWatch logs or
AWS S3. Flow log examples can be found here.

Itis important to note that a log entry is created based upon a predefined interval and is not necessarily based upon a single
network connection, creating some randomness and opacity. In other words, there may be dozens of flow log entries for a single
connection between two hosts, this leads to the most pain point of feedback for VPC flow logs; they are very noisy. This high
volume of logging in turn leads to massive amounts of data to parse, process and analyze. It can begin to feel like searching for a
needle in a stack of needles in very large deployments, especially if multiple public or private cloud infrastructures are also used.
Integration with other AWS services downstream can help manage the volume associated with VPC flow logs, such as Kinesis
Firehose and Cloudwatch.

In contrast, using Corelight's evidence based logs, users are provided
connection and flow oriented log data with multilog linking through unique_
ID values. This allows security users to quickly find network and detection
data, efficiently linking it to hundreds of other network attributes captured
by Corelight Sensors.

Full detail of Corelight logs can be found in this detailed document. It should
be easy to see that the network log data provided by Corelight goes way
beyond the limited data provided by the VPC flow logs.

Corelight understands that cloud customers often ingest network data
from multiple VPCs and AWS accounts. Because of the potential use of
shared RFC 1918 address spaces across these various networks, using
the IP address alone is not enough to identify a resource within network
data. This coupled with the potential ephemeral nature of IP allocation
to a resource, it may be difficult to quickly pinpoint an asset by IP alone.

To help address this problem, Corelight has developed an AWS
enrichment capability within our cloud sensors. This capability enriches
the conn.log with cloud native data to quickly attribute the data to a
specific AWS resource, VPC, subnet and account. The above example
shows the pertinent cloud native information (in green) that a user
would need to narrow down exactly which endpoints are associated with
a network traffic event. This data also allows for quick pivoting of AWS
GuardDuty events into the logs and vice versa. This blog explains the
capability in more detail.


https://www.corelight.com/hubfs/white-paper/help-analysts-find-command-c2.pdf?hsCtaTracking=72650877-7783-4d19-9b85-7034a1ae7865%7C8c8297a1-5dd9-40c9-9bbb-da53261f35c2
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://www.corelight.com/hubfs/website/Corelight_May2021/Pdf/002_CORELIGHT_080420_ZEEK_LOGS_US_ONLINE.pdf?hsCtaTracking=c22a5503-4b59-42f6-a9fc-2230f8142f4e%7C7a87a17f-9f45-4540-bdc8-3128214f4f6c
https://corelight.com/blog/enriching-ndr-logs-with-context
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CONCLUSIONS

Cloud native tools can be a great starting point in network-based security; however, when time and visibility are key to
detecting and preventing attacks, you want the best network evidence in your corner. Corelight's suite of content and
sensors provide a much deeper understanding of what is really going on with your cloud network, providing actionable
evidence-based insights for analysts.

A high-level guide to the comprehensive coverage Corelight provides mapped to the MITRE ATT&CK framework can be found
here. Details for each detection and how Corelight discovers them can be found in this interactive website, that details the
detection and the data Corelight provides for each detection, as well as the logs where you can find the correlating data.

One of Corelight's strengths is how it allows users to fully understand alerts by providing the evidence necessary to investigate and
determine the cause of the alerts. A great perspective on the value of our data can be found in this white paper.

Corelight continually adapts to the expanding attack surface adversaries leverage to gain unauthorized access and conduct their
malicious operations. As networks transition to the cloud, monitoring network activity for suspicious behavior becomes even more
critical for defense. Focusing on the network-based tactics, techniques, and procedures attackers must use to execute their mission
remains the fundamental way to detect—and stop—them before the fully execute their plans.

Reach out to us to learn more.

Request a demo of the Open NDR Platform at https://corelight.com/contact

Corelight provides security teams with network evidence so they
can protect the world's most critical organizations and companies.
On-prem and in the cloud, our Open Network Detection and
. Response Platform enhances visibility and analytics, leading to
< G U re | I h]' faster investigations and expanded threat hunting. Corelight's
g global customers include Fortune 500 companies, major
government agencies, and large research universities. Based in San

Francisco, Corelight is an open-core security company founded by the
creators of Zeek®, the widely-used network security technology.

info@corelight.com | 888-547-9497
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