
Corelight Training: Investigator

One day course
Delivered virtually

This course teaches incident
responders and handlers, threat
hunters and security operations
teams (who have recently acquired
Investigator), everything they need
to know to start using this
powerful platform. This course
balances lectures and lab exercises. During the course, we will cover the
foundations of Corelight with regard to Zeek®, Suricata, Smart PCAP and
how they integrate with Investigator. From there we will transition to
sensor deployment and placement, administration and configuration of
Investigator and log searching with an emphasis on incident response and
threat hunting.  The course will end with a CTF exercise designed to test
and exercise the skills students learn throughout the course.

COURSE DESCRIPTION

Why Zeek?
Why Suricata?

Why Corelight?

We will cover what Network Traffic Analysis and Network
Detection and Response are with examples using current and
relevant incidents, intrusions and compromises as use cases.
This foundational model will frame the remainder of the course
with context and background.
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COURSE DESCRIPTION (continued)

Corelight in your
network

This interactive module covers common protocols, and data
visibility across the network. This leads into an overview of SPAN
ports, taps, and packet brokers. Next, we’ll go over optimal
sensor placement.

Administration and
configuration of
Investigator

This course covers the administrative functions along with
common configurations of Investigator.

Using Investigator This class explains how to use Investigator including dashboards,
logs searching, queries, time carving, and more.

Use case: incident
response

Learn how Suricata and Zeek work together to detect, investigate
and track threats in real time with Investigator. The power of Zeek,
Suricata and Investigator becomes clear when used for incident
response investigations. We’ll complete a hands-on investigation,
including file extraction and protocol logging using only network
data.

Capture the Flag
competition

We will apply Corelight data in a variety of scenarios, including
internal hosts compromised by malware infections, and
externally-exposed hosts being compromised. Participants need
speed and precision to find artifacts and assemble the attack’s
storyline and workflow. An instructor is available to answer 1:1
questions and guide students through the challenge questions.

To learn more about Corelight training, please visit https://www.corelight.com/support/training
or the Corelight website corelight.com
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Corelight provides security teams with network evidence so they
can protect the world’s most critical organizations and companies.
On-prem and in the cloud, our open Network Detection and
Response platform enhances visibility and analytics, leading to
faster investigations and expanded threat hunting. Corelight’s
global customers include Fortune 500 companies, major
government agencies, and large research universities. Based in San
Francisco, Corelight is an open-core security company founded by the
creators of Zeek®, the widely-used network security technology.
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